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Introduction

The European Blind Union (EBU) welcomes the opportunity to respond to the European Commission Green Paper 'Towards an integrated European market for card, internet and mobile payments'. The accessibility of card, internet and mobile payments is a major issue for blind and partially sighted people, so we welcome the intention of the European Commission to collect information on the existing situation of the card, internet and mobile payments market and the potential hurdles for integration at European level in these markets. 

Lack of access to card, internet and mobile payments affect visually impaired people in a disproportionate manner, so we believe that consultation with organisations representing blind and partially sighted people such as EBU is essential to design and implement accessible solutions that do not exclude visually impaired people from using such payments in an independent manner
. 
In the present document we responded to those questions in the Green Paper that are of direct relevance to our concerns. We hope that our contribution will assist the Commission in shaping the future integrated European market for card, internet and mobile payments. 

***
Question 13: Is there a need to give non-banks access to information on the availability of funds in bank accounts, with the agreement of the customer, and if so what limits would need to be placed on such information? Should action by public authorities be considered, and if so, what aspects should it cover and what form should it take?
If access to information regarding availability of funds is given to non-banks, it must be done in a way that will not have a negative impact on blind and partially sighted people. Whilst the customer should be in agreement, the context of how that agreement is reached should be considered.  Will information be in an accessible format? Will a blind or partially sighted person be aware of any implications of non-banks accessing this information?  Will there be recourse if security is breached or the information is used to prejudice the individual?
Question 15: Should merchants inform consumers about the fees they pay for the use of various payment instruments? Should payment service providers be obliged to inform consumers of the Merchant Service Charge (MSC) charged / the MIF income received from customer transactions? Is this information relevant for consumers and does it influence their payment choices?
Card, internet and mobile payments all currently present features that make them inaccessible to blind and partially sighted people. This happens because the interfaces needed to make payments rely on vision to be operated in a safe manner. This is compounded by the fact that there is no consistency across devices. Information about fees is relevant for consumers and should therefore be provided, but the information would need to be made accessible to blind and partially sighted people, both at the time of purchase and afterwards. Information on fees via an on-screen display or on a printed receipt would not be accessible to visually impaired people so it would not be acceptable.
Question 18: Do you agree that the use of common standards for card payments would be beneficial? What are the main gaps, if any? Are there other specific aspects of card payments, other than the three mentioned above (A2I, T2A, certification), which would benefit from more standardisation?
We believe that common standards which mandate for accessibility would be hugely beneficial to blind and partially sighted people. Currently accessibility is a major gap within e- and m-payments. This includes card security for online payments (accessibility of 3D secure and V.me by VISA), physical card payments (accessibility of PIN Entry Devices and information on payment card) and m-payment solutions (accessibility of the mobile application and service). The barriers to using these payment systems would be removed by introducing standards on payment accessibility.
Question 19: Are the current governance arrangements sufficient to coordinate, drive and ensure the adoption and implementation of common standards for card payments within a reasonable timeframe? Are all stakeholder groups properly represented? Are there specific ways by which conflict resolution could be improved and consensus finding accelerated?
The current governance arrangements are not fit for purpose because they allow various parties within the payments industry to pass responsibility on to other payment partners as a way of mitigating their own responsibility. For example, card schemes told our UK member the Royal National Institute of Blind People (RNIB) that they cannot mandate accessibility of the ‘3D secure’ scheme as it is the banks who implement it. RNIB spoke to the banks who stated that they have to implement what is set out by the card schemes and what their development teams are able to do. RNIB also spoke to the software houses which build the 3D secure web pages, who told RNIB that including accessibility into the design of the website is feasible but require buy-in from card schemes and banks. This is clear evidence that the current governance arrangements are inadequate because the various parties in the payment industry can mitigate their responsibility by transferring it to another party, thus preventing accessibility.  

EBU believes that these problems could be solved by standardising e- and m-payments, and that standardisation of such modes of payment should be a priority. However, to achieve this all sections of the payment industry must take responsibility for ensuring both the accessibility and security of payment processes for all users.
In addition, we believe that people with sight loss are under-represented as a stakeholder group in standardisation processes and are often forgotten about when new or different payment mechanisms are introduced. Introducing standards and regulation on payment accessibility has the potential to remove barriers. However, such standards have to be developed with expertise from organisations representing blind and partially sighted people.
Question 21: On e- and m-payments, do you see specific areas in which more standardisation would be crucial to support fundamental principles, such as open innovation, portability of applications and interoperability? If so, which?
E- and m-payment accessibility is a specific area which is crucial to support the fundamental principle of being able to make e- and m-payments for people with sight loss. Without standardisation it is likely that these payment mechanisms will rapidly evolve in an ad-hoc way, making them inaccessible as there has been no prior mandate to make them accessible from the outset. Introducing standardisation in the area of e- and m-payment accessibility will ensure that people with sight loss are able to use these payment solutions as opposed to being excluded from them. In addition, standardisation would ensure a level-playing field in the e- and m-payment market, ensuring that customers are able to use different providers and/or switch providers with confidence, knowing that payment processes will be accessible wherever they go. International and European standardisation bodies should work with societal stakeholders, such as the European Blind Union, and representatives of consumers, such as ANEC
, in order to develop accessible solutions in partnership with the payment industry.
Question 25: Do you think that physical transactions, including those with EMV-compliant cards and proximity m-payments, are sufficiently secure? If not, what are the security gaps and how could they be addressed?
From a blind or partially sighted person's perspective there are significant security gaps in physical transactions because they have to rely on staff to enter the correct amount on the PIN Entry Device. Most people with sight loss cannot see well enough to read what is on the screen and therefore verify the amount being requested. There is also an issue with the option to add a tip sometimes encountered in restaurants. As a result, physical transactions are not secure and people with sight loss are put in a vulnerable position.
In addition, people with sight loss have no way of knowing whether or not the PIN Entry Device is a genuine payment terminal or a fraudulent one which will steal their card details. As such visually impaired people have to place trust in the person taking the money; they have to trust that others have entered the amount correctly and have not taken additional money, either maliciously or by accident. 
Question 26: Are additional security requirements (e.g. two-factor authentication or the use of secure payment protocols) required for remote payments (with cards, e-payments or m-payments)? If so, what specific approaches/technologies are most effective?

Where additional security requirements have been introduced for remote payments, these usually have had a negative impact on people with sight loss and at worst have made the remote payment totally inaccessible (3D secure is an example). Whilst we fully recognises the need to secure payment systems, we request a continuous and open dialogue with standards makers, security system makers, banks and card schemes in order to cater for accessibility when new security systems are being developed. Currently this is not happening and we know that new security systems will soon be released without any consideration to their accessibility (e.g. V.me by VISA). Third party devices which provide additional passwords need to be accessible but in practice only one or two are accessible. The need for accessibility in security systems is paramount in order to allow people with sight loss to make remote payments, whilst keeping them secure. 
Question 32: This paper addresses specific aspects related to the functioning of the payments market for card, e- and m-payments. Do you think any important issues have been omitted or under-represented?"

Card, internet and mobile payments all currently present features that make them inaccessible to blind and partially sighted people. This happens because the interfaces needed to make payments rely on vision to be operated in a safe manner. This is compounded by the fact that there is no consistency across devices – both issues must be addressed. EBU raised those concerns in its response to the EU Consultation on a European Accessibility Act
. We believe that legislation must address the lack of accessibility of card, internet and mobile payments and that there is an urgent need to standardise the interfaces and devices involved. EBU is happy to provide experts to assist with the standardisation process in order to ensure that barriers to access card, internet and mobile payments are dismantled. 
Online e-payments involve the use of a bank card (prepaid, credit or debit) or an online payment account. The use of a bank card presents the user with the first barrier, and it also carries significant personal identity risk. Given that the card details (long card number, expiry date and CVC number) are only available in print, people with sight loss have to rely on coping strategies in order to get the information in the first place. This is likely to involve getting a friend, family member or a trusted individual to read out the information on the card whilst the card holder records it in an accessible format. Banks routinely advise customers against giving a card to another individual but blind and partially sighted people do not have another option if they want to make use of the competitive prices found on the internet. To make an e-payment online, customers are required to input their card details into the online retailer's website. At this point, the blind or partially sighted person may then be presented with an additional barrier if the retailer has enabled the ‘3D secure’ mechanism (e.g. Verified by Visa, MasterCard Secure Code or American Express Safe Key). The 3D secure page can be displayed in several ways, but unless the blind or partially sighted person has advanced access technology skills in order to deal with inaccessible web pages, the 3D secure system is inaccessible and prevents the blind or partially sighted person from completing the transaction. 

Another type of e-payment which presents barriers for blind and partially sighted people are payments made using a 'Chip and PIN' terminal. These can be found in most retail shops and in self-service kiosks. Whilst open standards exist for the layout of the keypad, there are several standards in place which means that the configuration of buttons can change from terminal to terminal. In addition to this, there are Chip and PIN terminals which do not have the recognised tactile symbols for 'enter', 'clear' and 'cancel' buttons. The combination of these issues makes a Chip and PIN terminal very difficult or even impossible to use independently. Finally, none of the Chip and PIN terminals provide accessible confirmation of the amount being charged. They only display the amount on screen and this is inaccessible to people with sight loss. As such they have to place trust in the person taking the money; they have to trust that others have entered the amount correctly and have not taken additional money, either maliciously or by accident. 

Mobile payments made through a mobile phone via an app or via contactless technology (Near Field Communication) are an emerging solution, which provides the greatest potential for an accessible e-payment solution if the phone is accessible. This is because the user could have greater control and independence over their money as they would be able to know how much they are going to pay in advance, have confirmation of payment and access to their current balance. However these solutions are not currently available on accessible phones. Again people with sight loss are being locked out of solutions because there is currently no requirement to remove accessibility barriers when developing such products and services. 
***
We are happy for our contribution to be made public.

For further information or clarification on this paper, please contact Carine Marzin in the first instance. Email: carine.marzin@rnib.org.uk - Tel: +44 207 391 2087
Alternatively, please contact the EBU office:

EBU Office, 58 avenue Bosquet, 75007 Paris, France 

Tel : +33 1 47 05 38 20 - E-mail: ebu@euroblind.org
� Please note that people with other disabilities may have other or additional concerns in relation to e- and m-payments, so consultation with organisations representing persons with other disabilities should be considered. The European Disability Forum may be able to provide guidance on this.


� ANEC, the Consumer Voice in Standardisation - � HYPERLINK "http://www.anec.eu" ��www.anec.eu� 


� See our response to this consultation on the EBU website: � HYPERLINK "http://bit.ly/yRKUl7" ��http://bit.ly/yRKUl7� 
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